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Abstract—The structure and dynamics of the growth of the global digital environment, as well as trends in
the development and use of information technologies, are discussed. Risks that are related to using certain
new information technologies (for example, cloud computing, mobile applications, and big data) are ana-
lyzed. Problems are considered that are associated with the upcoming change of the dominant techno—eco-
nomic paradigm and the beginning of the third industrial revolution, where information technologies play a
key role. Certain conclusions, recommendations, and the most important problems that face the world infor-

mation community are formulated.
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1. INTRODUCTION

In the 2l1st century information technologies
became a true locomotive of economic and technolog-
ical development. Today this is characterized by the
changing views on the transformation of the industrial
society into the postindustrial one, which is accompa-
nied by new conceptual declarations concerning the
construction of the information society. The world
stands on the brink of a change in the dominant
techno-economic paradigm. The new era of the third
industrial revolution is beginning. It will be character-
ized by the large-scale industrial application of a num-
ber of new clusters of technologies, first and foremost,
nanotechnologies, biotechnologies (including genetic
engineering and regenerative medicine), robotics, new
materials with predesigned properties, 3D printing,
and new information technologies. The latter form the
basis for the establishment and integration of separate
technology clusters into the base industrial complex of
the new techno—economic paradigm.

2. TRENDS IN THE DEVELOPMENT
OF THE DIGITAL ENVIRONMENT

The modern digital environment is a part of the
global information space.

Referring to the International Data Corporation
(IDC), the growth dynamics of the digital data volume
throughout the world is shown in Fig. 1 (where auto-
matically generated data make up ~30%). We note that
text information is only 0.3—0.4% of the total volume
of digital data.
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The digital environment comprises the entire con-
tinuum of computer and network technologies.

The base component of the macrostructure of the
global digital environment is formed by telecommuni-
cation systems and networks, first and foremost, the
Internet, which is the old and the largest segment of
the net (web 1); the segment of social networks and
platforms (web 2); the segment of mobile applications
(smartphones, tablets, etc.), which has exhibited the
fastest growth in the last 3 years (web 3); payment net-
works, for example, PayPal, SWIFT, and the Bitcoin;
and the segment of dedicated embedded processors for
various objects of the industrial, social, or civil infra-
structures (the so-called Internet of Things, IoT), as
well as embedded microchips for medical implants,
toys, and clothing (the so-called BodyNet), which are
connected to certain control centers via the Internet
(as of 2014, about 18 billion devices are online).

According to the estimates of the IDC, the volume
of information in the world doubles every 2 years. The
Cisco corporation reports that at the beginning of 2013
mobile traffic alone reached ~900 petabytes per
month (one petabyte equals to 10'5 bytes); by 2016,
the percentage of people who use devices to access the
Internet will be ~48%. By 2016, the annual volume of
the global IP traffic will reach 1.3 zettabytes (one zet-
tabyte equals a billion gigabytes). One of the main fac-
tors that has encouraged such explosive growth is the
increase in the amount of automatically generated data:
from ~11% of the total data volume in 2005 to more
than 40% in 2020. Figure 2 shows the growth dynam-
ics of automatically generated data; its share in the
total data volume (according to the IDC) is due to a
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sharp increase in the production of sensors (from car-
diological implants to control systems for power net-
works and pipelines). Even today, most IP addresses
belong to the control systems of objects, as well as
industrial, transportation, municipal, and infrastruc-
ture facilities. Cisco predicts that the number of such
IP addresses will increase to ~50 billion in 2020 (as
compared to 10 billion in 2013). According to the
Neilsen Company, the IoT segment is now > 70% of
the web traffic.

In addition, it should be noted that corporate digi-
tal information is increasing in volume by ~40% per
year. Predictive estimates suggest that the number of
corporate users of the Internet will increase to 2.3 bil-
lion in 2016 (as compared to 1.6 billion in 2011).

One of the most promising directions in the devel-
opment of the digital environment is three-dimen-
sional (3D) printing, which is based on the additive
manufacturing technology (manufacturing an object
layer by layer using metallic powders, plastic materials,
etc.). Today, 3D printing is being developed by Canon,
Samsung, General Electric, and Siemens. This global
market is estimated to be about $4 billion; it doubles
every year and a half.

The segment of the so-called cloud and distributed
computing is also growing markedly. The increasing
popularity of cloud-computing technology is due to
the availability (for individual and corporate users) of
complex and expensive software and, often, informa-
tion resources with high-quality service and low finan-
cial costs (for hardware, software, system administra-
tion, infrastructure, etc.). However, the use of cloud
and distributed computing brings new potential risks
that are related to information security.

The growth of cyber crimes is a steady negative
trend. Experts suggest that the global damage caused
by computer-related crimes, year by year, is about
$600 billion (it increases by tens of percent per year).

We will take a closer look at the trends in the devel-
opment of the technologies that are connected by the
term big data. This field and the term itself appeared
about 5 years ago as a result of digitization of the infor-
mation society and the information explosion of the
last decade (with marked exponential growth). Yet,
there is still no common definition for big-data tech-
nologies. The key features of big data are the process-
ing of heterogeneous unstructured and structured
information (the percentage of structured information
does not exceed ~40%), the high rate of data, and the
high speed of processing large volumes of information
in real time. The technological basis of big data is
formed of high-speed telecommunications and super-
computing technologies. There is a common opinion
that big data is a leading trend in economic and tech-
nological progress. In some sense, big data is an answer
to new challenges in industry and science. The daily
volume of information that is generated by the Large
Hadron Collider (Switzerland) and processed in real
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time is comparable to the volume of information that
circulates on the entire Internet. Big data technologies
are based not only on the methods of mathematical
statistics but also on relatively new mathematical
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approaches and algorithms, such as neural computing,
pattern recognition, fuzzy mathematics, multivariate
analysis, and the theories of categories and functors.
The data-handling paradigm itself is changing consid-
erably. The big-data technologies catalyze the rapid for-
mation of a new science, viz., sociodynamics, that gener-
alizes and analyzes empirical regularities that are found
by processing vast arrays of information from social net-
works (Twitter, Google, Facebook, Odnoklasniki, etc.).
The development of the methodology and methods of
sociodynamics along with the use of big data will make
it possible to trace the dynamics of social interactions
(as well as their nature) and to effectively control social
networks, communities, and target groups given the
knowledge of the patterns of their formation and
dynamics, as well as the characteristics of groups of
any size and structure; this will inevitably give rise to
new risks for society.

In the foreseeable future, we can expect automated
decision-support systems based on big data to be cre-
ated and used extensively; such systems will possess
expanded multivariate statistical analysis capabilities
to find the correlations between various characteris-
tics, parameters, and events. Some experts suggest that
the development of the big data technologies will soon
result in the creation of distributed self-learning sys-
tems of cognitive computations, as well as new effec-
tive methods for predicting sci-tech, innovation, eco-
nomic, and social processes.

In the United States, the development of super-
computing, as well as the construction of the broad-
band telecommunication network that connects
supercomputers of various universities and agencies
into a single distributed system is a steady trend. Infor-
mation about this network is quite limited; however,
based on indirect estimates, its power reaches ~50% of
the total power of the Top500 (274 PFLOPS) (as of
November 2014, first place is occupied by the Tianhe-
2 (China) with 33.86 PFLOPS). In the same direction
(in the United States), work is in progress on creating
a prototype quantum computer. In 2013, Google in
cooperation with NASA began experimental testing of
the D-Wave Two quantum module. In the coming 3
years, according to the plan, several such modules will
be networked to create a virtual analog of a fully func-
tional quantum computer.

While analyzing the trends in development of
supercomputing systems, we should point to the fol-
lowing two issues. First, concerning reliability and sta-
bility, the problems of the development and use of
mathematical software differ fundamentally from
most technical problems. The key risk factor is related
to the fundamental reasons that highly complex soft-
ware cannot be made so reliable that one can be cer-
tain that emergency situations will not occur (this is
critically important for power engineering, transport,
weapons systems, etc.). Second, there still is the fun-
damental mathematical problem of paralleling math-
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ematical operations and algorithms (it is only 3—4%
solved), which considerably reduces the real perfor-
mance of supercomputing multiprocessor systems
(the Tianhe-2 system that was mentioned above has
3120000 processors).

3. RISKS FROM THE DEVELOPMENT
OF THE DIGITAL ENVIRONMENT

Asthe digital environment grows and new informa-
tion technologies arise and spread, various risks and
threats (for individuals and society) will increase (in
the quantitative and qualitative senses). Many experts
say that one of the cross-disciplinary super problems
of the 21st century is threat protection and risk man-
agement in complex socio-technical systems. Partly
because of this, computer modeling, prognostics, and
supercomputing technologies became the main direc-
tions of research and development in the field of infor-
mation technologies for the world’s advanced coun-
tries.

The classification and systemization of IT risks is a
complex methodological problem. When formulating
risk-assessment problem, certain methods should be
used to rank and cluster IT risks with respect to their
range of impact (individual, corporation, state, or
international community), potential negative effects,
and domains (culture, education, industry, etc.). In
this short paper it is impossible to give due consider-
ation to the entire variety of IT risks. Let us consider
only some of the new and not properly recognized
(even by the professional community) risks and threats
in the field of information technologies.

A. Risks that are related to the rapid expansion of
internet-connected control microchips embedded
into various objects (cars, domestic appliances, and
medical implants) are increasing in significance. The
level of protection against most of these risks is close to
zero. In 2015, the sales volume of internet-connected
individual medical devices is expected to reach ~15 mil-
lion. The Internet of Things, as well as the BodyNet
are extremely vulnerable to target impacts and cybert-
errorism.

B. Substantial risks exist that are related to the use
of foreign-made microchips in complex systems and
critical applications. According to various estimates,
on the global market, up to 75% of all software (prima-
rily, operational systems and database management
systems) and 85% of processors are produced by
American companies. A number of large IT compa-
nies supplement their microchips with bugs in the
interest of intelligence and special services. Only the
manufacturing company knows the configuration and
source codes of such “built-in” software. One of the
latest examples is the failure of the Fobos-Grunt inter-
planetary station in 2011, which was probably due to
the use of foreign-made microchips. Apple iPhones
record the route of the user, log information about the
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user’s location, and copy the user’s contacts and all
mobile data (including photo and video data). These
data are regularly sent to Apple servers. American cor-
porations produce the lion’s share of the commonly
used multiplexers, routers, and server infrastructure.
As a result, in most countries, even protected com-
puter systems and networks are highly vulnerable to
external unauthorized actions.

C. New risks are related to the convergence of
information and biological technologies. The constant
decrease in the cost of the equipment for carrying out
complex biotechnological process and products
(including genetic engineering) makes them available
for small firms, which not only expands the applica-
tion area of biotechnologies but also gives rise to risks
of the creation of biological weapons by various terror-
ist groups.

D. The use of cloud and distributed computing by
corporations creates risks of two kinds: first, the com-
pany increases its dependence on the reliability of the
telecommunication system; second, the distribution
of responsibility concerning information security
between the user companies, the owner of the cloud
platform, and the internet provider effectively leads to
the dilution of responsibility and to a decrease in the
level of security control.

E. The steady trend towards network space exten-
sion and an increase in the number of Internet users
(according to various estimates, in 2015, it will be up
to ~70% of the people in all countries) gives rise to
related risks for most countries. The weak elements of
the Internet are the system of domain name assign-
ment and the system of web-traffic transfer. Domain
names are assigned by the nonprofit organization
ICANN (Internet Corporation for Assigned Names
and Numbers, USA). This organization also registers
top-level domains, for example, .net, .com, .info, and
.org, as well as national domains, including the .ru
domain zone. Theoretically, from these facts it follows
that ICANN can close a domain zone in the same way
as it can open it. In this case, all web sites and all email
services in this domain will be unavailable (for an
indefinite period). A similar problem arises with web
traffic. The transfer of web traffic from the side of a
certain national zone can be suspended at any critical
moment. Since American internet providers have full
access to web traffic, they, just as the largest email ser-
vice providers such as Gmail, Postfix, or Hotmail, can
make it available to the American government.

In the case of purposeful unfriendly actions, we
should acknowledge the possibility that the operation
of the Internet in the territory of the Russian Federa-
tion can be destabilized. Key elements of the Internet
are located outside Russia. Access (to a website) can be
blocked at any stage: root servers can mistranslate the
website address into the machine form, not respond to
requests, or physically disconnect the network seg-
ment from the Internet. Thus, RuNet can be entirely
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blocked. A precedent occurred in the disconnection of
the Syrian Arab Republic from the Internet in 2012.
Some countries, for example, China have recognized
these risks and have embarked on creating national
segments of the Internet. China also implements addi-
tional measures to protect itself against destructive
intrusions and unattended access to information
resources. By raising the question of the complete
refusal to use Microsoft products, China managed to
obtain the source code of the Windows operating sys-
tem, as well as the source codes of the software for the
Cisco routers that are used in most networks and serv-
ers throughout the world (and, by the way, are pro-
duced in China). It should be noted that almost all
leading companies that are specialized in the develop-
ment of software solutions for Internet information
security are registered in the United States, as are all
the major service providers (Twitter, Google, Amazon,
eBay, Facebook, etc.).

F. In recent years, the risks increased that are
related to the growing confrontation in the field of act-
ing on one’s social conscience and carrying out
destructive social transformations (so-called con-
science warfare and/or network-centric warfare). This
is due to the rapid development of big-data technolo-
gies, the growth of the network space, and the success
that has been achieved in the cognitive and behavioral
sciences. Effective projects have been developed that
are focused on implicit data collection and implicit
control of the behavior of large groups. Supercomput-
ing enables the automatic segmentation and process-
ing of massive amounts of information. By summariz-
ing the gathered data and selecting key sense groups in
them, one can obtain information (in various aspects)
about the interests and sentiments of all the subjects
that are represented in a segment under study. The
analysis of a critical amount of data will allow one to
determine the sentiments and value systems that dom-
inate in the segment under study and, as a result, to
infiltrate information into this community (which
includes the use of mass media) as well as to form,
based on certain ideological and worldview concepts,
the desired context in a certain country. The behavior
of society (or large social groups) inside the country
becomes an instrumental factor that can be exposed to
external influence to govern the behavior of the coun-
try in the international arena. Network-centric war-
fare is an effective instrument for implementing social
transformations and, sometimes, real geopolitical
change.

G. Risks are growing that are related to the increas-
ing use of information technologies in the military
field, in particular, in military space programs. The
main risks are due to the fundamental reasons that
software cannot be made so reliable as to avoid emer-
gency situations and unauthorized use of nuclear mis-
siles. Moreover, the level of risks rises as the scale and
complexity of military systems increase. This problem
is complicated by the intensive development and wide
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Fig. 3. The decline in the global GDP of developed econ-
omies.

use of supercomputing technologies, robot systems,
and artificial intelligence systems in various military
complexes.

Let us make a summary and formulate the most
important problems for the development of the Rus-
sian digital environment, information technologies,
and risk minimization.

Summary

1. The ongoing processes of economy globaliza-
tion, the wide use of information technologies, and
the explosive expansion of the digital environment are
smoothly transforming the world community, thus
preparing the initial stage of the third industrial revo-
lution and digital production. Even today, it is obvious
that the establishment of a new techno—economic
paradigm will result in massive changes in the field of
production and the social sphere. We can expect with
high probability that competition will increase, con-
frontations will intensify, and social, as well as interna-
tional, tensions will rise. The problem of information
security will increasingly rise in importance for indi-
viduals and society.

2. The enlargement of the telecommunication
infrastructure along with the progress in cognitive
computations, expert systems, and big-data technolo-
gies will allow one to model economic and social pro-
cesses, as well as to influence them directly. Obviously,
multidimensional investigation of the effects of the
new global-information environment on the material
and spiritual lives of individuals and the entire society
is of central importance.
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3. The extension of the information space, the
emergence of new technologies that enable domina-
tion in various areas of activity, the progress in network
technologies for implicit control of group (and mass)
behavior, and the programming of destructive actions
via social networks all bring a qualitatively new level,
viz., the problem of digital inequality and information
sovereignty, into focus.

Topical Problems

1. The general methodology, as well as methods for
classification, systemization, and multivariate estima-
tion of the risks that are related to the use of informa-
tion technologies should be developed based on sys-
tem analysis and methods of socio—technical engi-
neering.

2. To prevent the intensification of digital (con-
science and network-centric) warfare, coordinated
efforts of the world community, as well as close coop-
eration in the field of information technologies and
information security, are required. An immediate
measure that should be taken is the internationaliza-
tion of the control over the Internet (for example,
under the aegis of the United Nations) to ensure, on a
state-by-state basis, the digital sovereignty of the
members of the international community.

3. The Russian Federation should intensify its par-
ticipation in the development of international legisla-
tion and regulatory support related to the use of global
open networks. In the area of the national legislation
that concerns information security, a cadastre should
be developed to increase the quality of legislative acts
and to ensure their consistency.

4. The protection of the Russian information space
is one of the priority issues of national security. It is
essential to create a national segment of the Internet,
which is reasonable from both economic and strategic
points of view. For the Russian Federation, it is neces-
sary (a) to create the domestic key infrastructure of the
Internet, including national root servers and a national
system of route-address information, and (b) to orga-
nize the production of domestic electronic compo-
nents, equipment, and system software. As an exam-
ple, we can point to the Russian analog of Oracle: the
8.1 Platform that has been developed by the 1C Com-

pany.

4. CONCLUSIONS

We would like to make a remark of a more general
nature that is somewhat beyond the scope of the prob-
lem under consideration. The most important charac-
teristic of today’s global economy is the long-term
decline in the multifactor effectiveness of production.
Figure 3 shows the dynamics of the decline in the glo-
bal GDP of developed economies for the last 50 years.
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It can be concluded that the prerequisites of the
forthcoming third industrial revolution are not only
technological factors but also economic factors (which
are probably even more important). According to the
experts from the European Technology Assessment
Group (Karlsruhe, Germany), the core of the third
industrial revolution will be formed by 21 technology
clusters in several key industries. In turn, information
technologies are a crucial component of all the tech-
nology clusters that transforms them into a new single
industrial complex; this will inevitably result in prior-
ity development of information technologies, as well
as increased competition and an international race in
this field. The risks (as well as the cost) will increase
considerably.

The third industrial revolution will inevitably
change the basic structures of the economy, as well as
the composition and structure of society. Taking the
economic lag of the last 25 years for the Russian Fed-
eration into account, the third industrial revolution is
a necessity and a historic opportunity to be seized in a
systemic way and in a very short time that is guided
only by economic and technological advisability. All
the required prerequisites exist to do this: adequate
scientific, technological, and human (especially in the
field of program systems) resources, as well as the
reserve for the future in a number of development
directions. The only factor that is needed is a complex
state program and its accurate and consistent imple-
mentation.
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